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Tém tit — “Ngdi nha thong minh” 13 mdt cum tir khong con xa la d6i véi nén cong nghé phat trién
hi¢én nay. Lic dau, y twéng dwge thwe hién nho vao tia hong ngoai dé diéu khién tir xa, nhung
khoang cich 1a han ché. V& sau, nhi¢u nghién ciru nhim cai thi¢n khoang cich diéu khién mang lai
nhiéu thanh cong va c¢é y nghia thue tién nhw diéu khién thong qua dwong diy dién thoai. Khi cong
nghé wireless phat trién, ngudi ta lai nghi dén diéu khién qua mang khong diy, diéu khién tir xa
dung may tinh ra doi. Khong dirng lai & do, khi ma cac mang dién thoai dang canh tranh gay gat
chiéc dién thoai tré nén vt ding khong thé thiéu véi mbi ca nhan, nguoi ta lai nghi vé mot chiée
dién thoai tich hop kha ning diéu khién tir xa. Pic biét, véi sw phat trién chéng mit ciia
SmartPhone va cong nghé 3G hién nay, viéc tich hgp cac chirc ning nay vao SmartPhone dang tré
thanh mét giai phap t6i wu va mang lai nhiéu wu diém. Pi cing xu hwéng d6, bai viét nay giéi thigu
mot giai phat didu khién va giam sit ngdi nha mot cich théng minh thong qua internet va cé thé sir
dung dién thoai dé giam sat cac thiét bi, bao chay, bio trom. Giai phap nay dwgc dwa ra rit kha khi
v6i co' chét hoat dgng chinh xic va mang tinh on dinh dé tao buéc phat trién mt thiét bi nhé gon
tham gia mgt ming ctiia nha théng minh gia ré.

Tir Khéa — Nha thong minh, gidm sdt, qudn Ii thiét bi di¢n, Internet.

I. GIOI THIEU

Ngay nay cung véi sy phat trién manh mé cua cac nganh khoa hoc ky thuat, cong nghé k¥ thuat dién
tr ma trong do la ky thuét tw dong diéu khién dong vai tro quan trong trong moi linh vuc khoa hoc k¥
thuat, quan li, cong nghiép, cung cap thong tin ... Do do, chung ta phai biét nim bét va van dung n6 mot
cach c6 hiéu qua nham gép phan vao sy phat trlen nén khoa hoc ky thuat thé gi01 noi chung va trong su
phat trién k¥ thuat dién tir noi riéng. Bén canh d6 con 1a sy thiic day sy phat trién ctia nén kinh té nuédc
nha.

Nhu ching ta ciing di biét, gan nhu cac thiét bi trong doi sdng cua cac gia dinh ngay nay déu hoat
dong doc lap voi nhau, mdi thiét bi c6 mdt quy trinh st dung khéac nhau tuy thude vao sy thiét 1ap, cai dat
ctia ngudi sir dung. Ching chua c6 mot su lién két nao v6i nhau vé mat dir liéu. Nhung d6i voi hé thong
diéu khién thiét bi tir xa thong qua mang Ethernet thi lai khac. O ddy, cac thiét bi diéu khién ty dong dugc
két nbi v6i nhau thanh mot hé thdng hoan chinh qua mot mot thiét bi trung tim va c6 thé giao tiép véi
nhau vé mit dir lidu.

Dién hinh ctia mot hé thong diéu khién thiét bi trong nha tir xa thong qua mang Ethernet gom c6 céc
thiét bi don gian nhu bong dén, quat may, 16 suéi dén cac thiét bi tinh vi, phirc tap nhu tivi, may giat, hé
thong bao dong ... N6 hoat dong nhu mot ngdi nha thong minh. Nghia 1a tat ca cic thiét bi nay co thé
giao tiép v6i nhau vé mit dir liéu thong qua mot ddu nio trung tdm. Pau nio trung tim & day c6 thé la
mot may vi tinh hoan chinh hodc c6 thé 1a mot bo xur li da duoc 1ap trinh san tit ca cac chuong trinh diéu
khién. Binh thuong, cac thiét bi trong ngdi nha nay c6 thé dugc didu khién tir xa thong qua mang Ethernet
ctia chii nha. Chang han nhu viéc tit quat, dén dién ... khi nguoi chti nha quén chua tat trudc khi ra khoi
nha. Hay chi v&i moét thao tac kich, nguoi chu nha co thé bat may diéu hoa dé 1am mat phong trudc khi vé
nha trong mot khoang thoi gian nhat dinh. Bén canh d6 no ciing giri thong bao cho ngudi diéu khién biét
nhiét do trong phong hi¢n tai 1a bao nhiéu, déng thoi phat tin hi€u canh bao khi nhié¢t d¢ phong vugt qua
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gio1 han cho phép. Tu nhiing ySu cau thyc té, nhimg doi hoi ngay cang cao cua cudc song, cong voi su
hop tac, phét trién manh mé cia mang di dong nén chung t6i da chon dé tai “Piéu khién va giam sat thiét
bi dién thong qua mang internet" dé dap tmg dugc nhu cau ngay cang cao ciia con nguoi va gop phan vao
su tién bd, vin minh, hién dai cia nude nha.
Vi dé tai trén da thyc hién viée diéu khién tir xa theo ba huéng hudng chinh:

* Dicéu khién thiét bi qua Ethernet v6i giao thirc TCP/IP. Nguoi dung dang nhap vao Website va thyc
hién diéu khién thiét bi qua giao dién Web hodc qua phﬁn mém trén dién thoai SmartPhone

* Do va thong bao nhiét d6 trong phong, phat tin hidu canh bao néu nhiét do trong phong ting cao vugt
qua gidi han cho phép hodc canh bao trom théng qua phan mém duge viét cho cac dién thoai SmartPhone.

II. COSOLY THUYET

Ethernet 1a kiéu mang cuc by (LAN) duoc st dung rong rai nhat hién nay. Thuc chét, Ethernet chi 1a
mang cap dudi (16p vat 1y va mot phan 16p lién két dit ligu), vi vAy c6 thé st dung céc giao thirc khac
nhau o ph1a trén, trong do6 TCP/IP 1a tap giao thirc dugc sir dung pho b1en nhit. Tuy vay, mdi nha cung
cap san pham c6 thé thyc hién giao thirc riéng hoic theo mot chuan qudc té cho giai phap ciia minh trén
co sO0 Ethernet. High Speed Ethernet (HSE) cua Fieldbus Foundation chinh 1a mét trong tdm hé bus
truong duge chuan hoa qudc té theo IEC 61158.

1. Ho giao thirc TCP/IP

0sI TCP/IP (e giao thiie ¢o ban trong TCP/IP
Application
SMTP = FTP DNS = SNMP
Presentation Application
HTTP = POP3 = Telnet

Session
Transport Transport TCP uppP
Network Internet IP ICMP ARP RARP
Data Link

Unk Ethernet & FDDI
Physical

Hinh 1. Cac giao thtic co ban trong TCP/IP

TCP/IP (Transmission Control Protocol/Internet Protocol) 1a két qua nghién ctru va trién giao thuc
trong mang chuyén mach goi thir nghiém mang tén Arpanet do ARPA (Advanced Reseach Projecs
Agency ). Khai niém TCP/IP dung dé chi ca mot 1p tap giao thirc va dich vu truyén thong dugc cong
nhan thanh chuan cho Internet. Cho t6i nay TCP/IP di xdm nhap t6i rat nhidu pham vi tng dung khéc
nhau, trong d6 c6 cac may tinh cuc bo va mang truyén thong cong nghiép.

2. Cdu tric dia chi IP

Mang Internet dung hé théng dia chi IP (32 bit) dé "dinh vi" cac may tinh lién két véi n6. C6 hai cach
danh dia chi phu thudc vao cach lién két ciia timg may tinh cu thé.

Hé théng dia chi nay dugc thiét ké mém déo qua mot sy phan 16p, c6 5 l6p diachi IP la : A, B, C, D,
E. Su khac nhau co ban giira cac 16p dia chi nay 1a ¢ kha nang t6 chirc cac ciu tric con clia no.
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2bLLC 8022
2a MAC
8021 CSMAICD 802.14
8023 XY
1Vatli

Hinh 2. Ethernet trong tap chuan IEEE 802

3. Mafzg con va mat na
Can thiét dé cho TCP/IP hoat dong, st dung giao thire TCP/IP dé xac dinh xem may chu trén mang
phu cuc b hoac trén mang tir xa.

IP Header TCP/UDP-Header DATA
[ 20Byte I 20Byte Data
—
—
—
Version | THL Type of Total Length
Service
Indentification Flags Fragment
Offset
Tune to Live Protocol Header Checksum
Sowrce Address
Destination Address
0 16 32Bat

Hinh 3. Céu tric dja chi IP

Mang Internet sir dung dia chi IP 32 bit va phéan chia ra cac 16p rit mém déo, tuy nhién, v6i mot hé
théng dia chi nhu vay viéc quan ly van rat kho khin. Néu nhu mot mang dugc cép mot dia chi l6p A thi
6 nghia n6 chira téi 6%1.048.576 may tinh, do vdy ngudi ta dung mit na bit dé phan chia mang ra thanh
nhitng mang con goi 1a Subnet. Subnet mask 1a mét con s6 32 bit bao gém n bit 1 (thuong la cac bit cao
nhét) dung dé danh dia chi mang con va m bit 0 dung dé danh dia chi may trong mang con (v6i n+m=32).
4. Quda trinh dong goi

Ciing twong tu nhu trong md hinh OSI, khi truyén dit liéu, qua trinh tién hanh tir ting trén xudng tang
dudi, qua mdi tang dir liéu dugc thém vao mot thong tin diéu khién duoc goi 1a phan header. Khi nhan dit
lidu thi qué trinh xay ra ngugc lai, qua mdi tang thi phan header twong ing dugc iy di va khi dén tang
trén cung thi dir liéu khong con phan header nira.
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Data Lép tmg
dung
—
TCP1IP Data clziz::ﬂ
Header -
IP header TCP/IP Data Lop
Header Internet
MAC LLC header | IP header TCP/TP Data MAC
header Header CRC
Cau truc khung tin
Start of FCS
Frame Source Type Data Frame Check
Delimiter |  Address Address Sequence

7 bytes | 1 bytes 6 bytes 6 bytes |2 bytes | 64-1500 hytes 4 bytes

Hinh 4. Quaé trinh doéng/thdo géi dir licu

I1I. THIET KE THI CONG HE THONG

1. Cdu triic hé thong

Nguoi dung truy cap vao website dé bat tat cong tac, tin hiéu dugc truyén trén INTERNET qua Router
da dugc NAT san port téi Module Ethernet, Board Arduino s& xur 1i va bat cac kénh Relay dé bat tat cac
thiét b dién.

Module diéu
ki

Ngubi ding

m—ﬁntemm
Newrdiog
Ko
Toomg i 1P: 203.113.130218

Nauon diing Module diéu
o

v

n m& —

Can b~ Port 1028

Hinh 5. So dd céu trac hoat dong

2. Module Shield Ethernet

Arduino 1a mdt board mach vi xu ly, nham x@y dung cac ing dung twong tac voi nhau hodc voi moi
truong duoc thuan lgi hon. Phan cimg bao gdm mot board mach nguon mé dugce thiét ké trén nen tang vi
xt Iy AVR Atmel 8bit, hodic ARM Atmel 32-bit. Nhitng Model hién tai dugc trang bi gdbm 1 cong giao
tiép USB, 6 chan dau vao analog, 14 chan 1/O ky thuat s tuong thich véi nhiéu board mé rong khac
nhau.
Puoc gidi thiéu vao nam 2005, Nhirng nha thiét ké cua Arduino c¢6 giang mang dén mot phuong thirc dé
dang, khong ton kém cho nhitng ngudi yéu thich, sinh vién va giéi chuyén nghiép dé tao ra nhitng nhiét bi
¢6 kha nang twong tac voi méi truong thong qua cac cam bién va cic co cau chap hanh. Nhing vi du phd
bién cho nhirng ngudi yéu thich méi bat dau bao gdm céc robot don gian, diéu khién nhiét do va phat hién
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chuyén dong. Di cing voi né 1a mot méi trudng phat trién tich hop (IDE) chay trén cac méy tinh ca nhan
thong thudong va cho phép ngudi dung viét cac chuong trinh cho Aduino bang ngdn ngitr C hoac C++ vdi
32KB bd nhd Flash, 2KB cho SRAM, 1KB cho EEPROM

Hinh 6. Board diéu khién Arduino

3. Khoi Relay

Thiét ké bao vé sir dung opto cach ly vi mach diéu khién. D& dang diéu khién boi hau hét cac dong vi
diéu khién Arduino, 8051, AVR, PIC, DSP, ARM, PLC, MSP430, TTL, logic ...

Relay hiéu suat cao: 250VAC/10A; 30VDC/10A. MGi kénh chi can dong 15-20mA dé diéu khién
Relay duoc tac dong & mirc thap (LOW).

Khéi Cong sudt gdm: Role 5V. Relay 1a mot cong tic didu khién tir xa don gian, nd dung mot dong
nho dé diéu khién mot dong 16n vi vay nd duge ding dé bao vé cong tic nén ciing duge xem 1a mot thiét
bi bao vé. Mot Relay dién hinh diéu khién mach va ca diéu khién ngudn. Két ciu relay gdm c6 mot 15i
sat, mot cudn tir va mot tiép diém.

4. Nat port

NAT gidng nhu mot router, né chuyén tiép cac géi tin giira nhirng 16p mang khic nhau
trén mot mang lon.

C6 thé ngam hiéu nhu 1a ¢6 ngudi bén ngoai truy cap vao Port di NAT trén router clia minh.
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A—
Destination; 10.5.0.1
TCP port 80
PCA
y 4
REX Web Server A
" 192.168.10.5
| Destination: 10.5.0.1 -””
TcPponsoso M ’
—— -’/”
PCB
WAN IP: 10.5.0.1 Web Server 8
_I 192.168.10.6
H@ Destination: 10.5.0.1
—— TCP port 25
A

PCC

E-mail Server
192.168.10.7

Hinh 8: NAT port qua tudng tudng ltra

Qua trinh NAT Port:

Truy céap dia chi Router méc dinh cta cac Server 192.168.1.1 va thyc hién truy cap

Budc 1, xac dinh cac port can NAT, dia chi IP cta dau ghi (Xem hudng din sir dung cua dau ghi dé
biét cac thong tin trén)

Gia sir port can NAT ctia camera 1 1a TCP 80 va UDP 1000, ip dau ghi 1a 192.168.1.201

Gia sir port can NAT ctia camera 2 1a TCP 80 va UDP 1000, ip dau ghi 1 192.168.1.202

Budc 2: Chon Advanced Setup tit tuong lira.

®
Tp-LINK ADSL2+ Modem Router

Quick  Interface Access . &
& Maintenance  Status Help
Advanced Start Setup Management

Firewal - () Enabled © Disabled
(WARNING: If you enabled Firewall, the madem can block such attack Denial of Service,
SYN Flooding, Ping of Death, TearDrop.. etc)

SPI: O Enabled © Disabled
(WARNING: If you enabled SP, alltraffics initisted from VAN would be blocked, including
DMZ, Virtual Server, and ACL WAN side.)

Hinh 9. Tat tuong lta

Van trong Advanced Setup Chon NAT chon DMZ dé cai IP tinh roi SAVE, diéu d6 cling c6 nghia la
mo tat ca PORT.
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Tp'LINK ADSL2+ Modem Router

Quick  Interface Access . . .
. v laintenance ~ Status Help
Advanced Stait Setup Management

DM setting for : Single P Accourt
DMZ: © Enabled ) Disabed
DMZ Host IP Adoess : 192.168.1.xxx

Hinh 10: Iya chon dé NAT Port

Budc 3: Advanced Setup chon NAT, chon Virtual Sever va thiét lap Port can mé

Quick Interface Access

c Maintena Status Hel,
Advanced Start Setup Management o enance a P
Virtual Server
Virtual Server for : Single IP Account
Rule Index: (1~
Application : |FTP FIP -
Protocol : [ALL v
Start Port Number : (2121
End Port Number : 2121
Local P Adeiress : (1921681 xxx
Virtual Server Listing
Rule Application Protocol | StartPort | EndPort Local IP Address
1 i i 0000
2 (] [i] 0000
3 (] (] 0000
4 i o 0000
s (] [i] 0000
[ (] ] 0000
7 i i 0000
] i [i] 0000
(] (] ] 0000
10 i o 0000
1 i [i] 0000
12 (] i 0000

SAVE | [ DELETE || BACK | CANCEL

Hinh 11 : Cai dat thong s6 Port NAT

Budc 4: Reset lai Router, chd Port mé kich hoat va sur dung.
5. Lueu d6 thudt todn chirong trinh trén Vi xir Iy
Luu d6 thuat toan chuong trinh nhu hinh 12.
* Giai thich luu do:

Khi khéi dong chuong trinh, hé thong s& thiét lap cac théng sd can thiét, sau d6 nhan dir ligu tir
Internet Shield, sau d6 dua ra quyét dinh bat hay tit thiét bi phu thudc vao dir liéu nhan dugc nay.

Tiép theo vi dicu khién s& doc nhiét d¢ tir cam bién va cho hién thi nhiét do nay 1én website.

Trén phian mém Android, trang thai ciia thiét bi s& d6i mau do6 néu trang thai thiét bi 1a bat, mau tran
néu thiét bi tat. Va néu nhiét d6 do dugc 16n hon nhiét do cai dat trén phan mém, chudng dién thoai s& bao
dong cho nguoi diéu khién biét.
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Bt du

Nhan tin hiéu tir Internet
Shield

Tin higu digu
khién bat dén ?

BK Batden BK Tat dén

Boc nhiét dd tir cam bién

Hién thi nhiét dd nay [&n
Website

Hinh 12 : So dd khdi hoat done ctia Vi diéu khién Arduino

6. Hoat déng ciia hé thong va danh gid két qua

Khi hoat dong, hé thong sé& kiém tra Module Shield Ethernet c¢6 hét ndi Internet chua va xudt ra dia chi
IP ctia module.

Ta truy cép trén website phuphiarduno.ddns.net hoic phan mém Android trén thiét bi dién thoai Smat
Phone c6 két ndi internet dé diéu khién thiét bi.

Dbi voi giao dién diéu khién trén Website, ta c6 thé quan sat dugc nhiét do phong hién tai, va diéu
khién dong ngit thiét bi bang cach Click chudt (xem hinh 13).

Module ethernet s& nhan cac gia tri bat tat tir trén website va tra vé Arduino.

Trong khi Arduino dang thuc hién cong doan quét gia tri tra vé, khi nay nhan dugc gia tri bat hodc tat
va diéu khién ra cac chan da cai dt san 1 kich hoat cac Relay hoat dong.

Qua trinh thyc hién ctia hé thdng thong qua 1 dia chi IP da dugc NAT port san trén Router.

Dbi voi phan mém trén dién thoai Android, giao dién ciing tudng ty nhu trén Webiste, tuy nhién ¢ day
chung t6i phat trién thém kha nang bao dong. Néu nhiét d6 nhan dugc vugt qua nhié¢t do cai dat (nhiét do
cai dat trén phan mém Android) thi chudng dién thoai s& reo 1én dé bao dong cho ngudi diéu khién.

Panh gia mot sb dic diém khi thir nghiém hé thong:

¢ D@ dang cai dat trén hau hét cac Router.

e Tdc d¢ xir Iy va tra vé két qua twong d6i nhanh. Trung binh khoang 2s ddi véi tinh trang mang
hoat dong tot, thoi gian ndy co thé gia ting 1én 4,5s d6i v6i nhitng trudng hop nghén mang.

¢ (6 thé biét dugc trang thai thiét bi chic chan théng qua tin hi¢u phan hoi.

Piéu khién duoc nhiéu thiét bi thong qua viéc thém nhiéu Module Replay va ding thém board
mo rong.

*  Chua thuc hién tinh ndng bao maét.

e Do tré tin hidu phu thudc nhidu vao diéu kién mang INTERNET.
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TRUONG DAI HOC DUY TAN
KHOA DIEN - DIEN TU

---------- B By

NHIET DO HIEN TAI NHIET DO CAI DAT

DONG MO CONG TAC QUA INTERNET

BAT THIET BI TRANG THAI THIET BI

TAT THIET BI .

DE TAI DUOC NGHIEN CUU VA XAY DUNG BOI PHAM PHU PHI

K17EVT - MSV: 172247534

GIANG VIEN HUONG DAN

THAC SI: VO MINH THONG

Hinh 13: Giao dién diéu khién trén Website va trén
phan mém Android

IV. KET LUAN

Sau 4 thang nd lyc ching t6i dd hoan thanh dé tai “PIEU KHIEN VA GIAM SAT THIET BI PIEN
THONG QUA MANG INTERNET”. Vé co ban di giai quyét dugc cac van dé dit ra vé ndi dung ciing
nhu hinh thirc. Pay 1a mot dé tai mang tinh tong hop bao gdom ca thiét ké thi cong mach va k¥ thuat lap
trinh.

Mic dau, t6i da tim hiéu dugc cac hoat dong cic dic trung vé phén clng cling nhu phan mém lap trinh
module Arduino, nim bét dugc cic tinh nang uu viét cua module diéu khién nay trong viéc ung dung do
luong giam sat, dleu khlen va da c6 nhiéu cb gang tim toi nghién ctru, tuy nhién dé tai cling c6 mot sé mat
han ché can phat trién tiép.

Trong tuong lai, toi s& phat trién thém kha ning bao mat, thém nhiéu module quan 1i nhu khi ga, kiém
tra ngén dién, hay cac h¢ théng camera. Cy thé hon 1a xay dung mot mo6 hinh cé thé 1am moi thtr nhu khi
dang & nha cho nhirng ngudi ban ron véi thiét bi dién cta minh.
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